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Golemio - datova platforma HMP

e Konzultace
e |ntegrace dat

e \izualizace
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e Open data /open API
e Analyza

 Reporting a alerting



Co to je REST API?

e GET/POST/PUT /DELETE

e 200, 404, 500, ...

* bez stavu mebthod  UKI N:EF: version
N e/ /T

POST /create—-user HTTP/1.1

Host: localhost:3000

Connection: keep-alive header
e GET /users Content-type: application/json
e POST /users { "name": "John", "age: 35 } }bodv
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Proc API?

API Soubor

e Ziva data e roc¢ni souhrn vysledkU
e potencial napojeni do aplikace ¢ nizSi naklady na provoz
e snazsi pristup pro 3. strany * neni potreba programator

e strojové Citelny format - JSON e _csy, .xls, -dee,—pdf—jpg

BIEIOPERATOR gi
ICT PRAIGA GOLEMIO



Je APl otevrene?

e Muzu vyzadovat prihlaseni?
e MUzZu mu omezit pocet dotazu?
e Musim zpristupnit cele API?

e Musim zverejnit dokumentaci API?
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Bezpecnost

o JWT

e Rate Iimit

e security.txt

Encoded
eyJhbGci0iJIUzITNiIsInR5¢cCI6IkpXVCJ9.eyJ
zdWIiOiIxMjMONTY30DkwIiwibmFtZSI6IkpvaG4
gRG91IiwiaWFOIjoxNTE2MjM5MDIyfQ.ST1KxwRJ
SMeKKF2QT4fwpMeJT36P0k6yJV_adQsswSc
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DeCOd ed EDIT THE PAYLOAD AND SECRET

HEADER: ALGORITHM & TOKEN TYPE

{
"alg": "HS256",
"typ": "JWT"

}

PAYLOAD: DATA

{
"sub": "1234567890",
"name": "John Doe",
"iat": 1516239622

}

VERIFY SIGNATURE

HMACSHA256 (
base64UrlEncode(header) + "." +

base64UrlEncode(payload),
your-256-bit-secret

) () secret base64 encoded


https://www.michalspacek.cz/k-cemu-je-soubor-security.txt

Dokumentace

pet Everything about your Pets g () Sl

POST /pet Add a new pet to the store

/pet Update an existing pet g

GET /pet/findByStatus Finds Pets by status
Datova platforma Golemio

Ipet/EfindByTags Finds Pets by tags

e 28 ‘4 . @

e , P
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Open API 3.0 (Swagger)

e obecné uznavany standart

e snadné napojeni 3. strany

e generovana interaktivni dokumentace
e automaticke testy

e generovany demo server
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Co pomuze k vyuziti?

e zasmluvnéni vstupu i vystupu
e popsané SLA
e metadata — znamé chyby, vypadky, statistiky, omezeni

e Zmeény zpéetné kompatibilni a véas hlasené
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Nastroje

@POSTMAN
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Dekuji za pozornost

golemio.cz
kotmel@operatorict.cz
hana.frantisek@operatorict.cz
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